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What is Digital Citizenship?

Digital citizenship generally refers to the behaviors, choices, 
and ethics a person applies when using technology. A more 
formal definition is presented in California’s Education Code:

Parents and educators recognize the need to teach children about 
this as they see young people spending increasing amounts of 
time using the Internet and social media. A survey undertaken by 
Sonoma County school districts through BrightBytes found that 
digital citizenship was ranked high among the learning needs of 
all respondents, similar to the findings of a recent SCOE survey 
(see page 3 for details). State and federal lawmakers have passed 
legislation requiring that public schools with internet access 
provide students with a digital citizenship learning curriculum. 
Now that schools are developing greater understanding of what 
digital citizenship is, the next step is to provide age-appropriate 
learning activities tailored to the needs of each district, school, and 
classroom. Read on to learn more. 
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The notion of ‘digital citizenship’ is so messy. All 
the more reason educators have to be in on these 
conversations with students.

—Tweet by George Couros, author of 
“The Innovator’s Mindset” and recent SCOE speaker

“An understanding of the ethical, legal, and safe use of information 
and technology. Respect for copyright, intellectual property, and 
the appropriate documentation of sources including the ability to 
differentiate between legal and illegal uses of information and sources 
so that students learn to apply responsible research practices. An 
awareness of local and global societal issues and responsibilities in 
an evolving digital culture, digital etiquette, and responsible social 
interactions related to the use of technology and information.”

“
”



Realms of Digital Learning

While digital citizenship is a broad term that describes a wide 
range of online practices and behaviors, Common Sense 
Education provides a helpful starting point for thinking 
about the areas to address in the classroom. Their curriculum 
designers have established the following eight learning areas 
for digital citizenship.*

Internet Safety
Internet safety, or “e-safety,” has become a fundamental 
topic in our digital world and includes knowing about 
one’s internet privacy and how one’s behaviors can 
support a healthy interaction with the use of the 
internet.  Learn More. 

Privacy & Security 
It’s important for young people to know whom they 
can trust with their information online. Though security 
programs and privacy settings can help block some 
issues, such as computer viruses and cookies, kids 
should learn how to create strong passwords and 
protect their private information. Learn More. 

Relationships & Communication
When kids connect with each other from a distance 
or through a screen name, it can affect the way they 
behave. When people are anonymous, it’s easier to 
behave irresponsibly, cruelly, or unethically. Others 
may simply misinterpret the tone and context of 
messages or posts. Kids need a code of conduct for 
using the internet and mobile media just as they need 
a code of conduct in the offline world. Learn More. 

Cyberbullying
Students can learn what to do if they are involved in 
a cyberbullying situation as well as ways to stop it by 
exploring the roles people play and how individual 
actions — both negative and positive — can impact 
their friends and broader communities. Students are 
encouraged to take the active role of up-stander and 
build positive online communities. Learn More. 

Digital Footprint & Reputation
Our digital world is permanent, and with each 

post, students are building a digital footprint. By 
encouraging students to self-reflect before they self-
reveal, they will consider how what they share online 
can impact themselves and others. Learn More. 

Self Image & Identity
Help your students consider how their identities—
online and offline—may affect their relationships, 
sense of self, and reputation. Learn More. 

Information Literacy
Information literacy includes the ability to identify, 
find, evaluate, and use information effectively. From 
effective search strategies to evaluation techniques, 
students learn how to evaluate the quality, credibility, 
and validity of websites, and give credit. Learn More. 

Creative Credit & Copyright
With your guidance, your students can learn to respect 
the copyrights of others, as well as how to protect, 
receive acknowledgment for, and share their own 
original creations. Learn More. 

*Information modified from Common Sense Education. To learn more 

about each of these areas, visit commonsensemedia.org/educators.
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https://www.commonsensemedia.org/educators/digital-citizenship/internet-safety
https://www.commonsensemedia.org/educators/digital-citizenship/privacy-and-security
https://www.commonsensemedia.org/educators/digital-citizenship/relationships-and-communication
https://www.commonsensemedia.org/educators/digital-citizenship/cyberbullying-and-digital-drama
https://www.commonsensemedia.org/educators/digital-citizenship/digital-footprint-and-reputation
https://www.commonsensemedia.org/educators/digital-citizenship/self-image-and-identity
https://www.commonsensemedia.org/educators/digital-citizenship/information-literacy
https://www.commonsensemedia.org/educators/digital-citizenship/creative-credit-and-copyright
https://www.commonsensemedia.org/educators/


SCOE Survey Results
In August 2016, SCOE conducted a survey to determine 
current practices around teaching digital citizenship in 
Sonoma County. Here were some key takeaways: 

• Nearly half of respondents said they aren’t currently 
communicating with students on this topic.

• Of those who said they are doing so, nearly 40% 
listed Common Sense Education teaching tools 
as a resource they were satisfied with. 

• A large percentage said they relied mainly on 
informal class discussions. Some were happy 
with this approach, while others wanted help 
developing a more intentional curriculum. 

• A wide range of other approaches included: 
Teacher-developed slideshows; district-created 
materials; presentations by school tech staff or 
outside experts like sheriff’s deputies; and YouTube 
videos or other online resources. 

• Many respondents said they wanted extra 
support, either through professional development 
opportunities; school or district support; or materials 
like brochures and posters to share with parents. 
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Proactive Approach

• Teach responsible use of new apps and 
devices rather than ban them. Schools 
have not banned pencil and paper just 
because students pass notes. 

• Digital citizenship is not just one teacher’s 
responsibility—it should be taught across 
all subjects. Organize a discussion among 
leadership and teachers about where and 
how digital citizenship is being taught. 

• Go beyond telling kids what they shouldn’t 
do—show them how they can use 
technology for good. 

• Be aware of popular websites and apps 
students might be using, but don’t feel 
compelled to address them all. While apps 
and devices change rapidly, the fundamentals 
of good digital citizenship do not. 

Customized Lessons

• There’s no mandated curriculum around 
digital citizenship. This is both a challenge 
and an opportunity for schools to tailor 
teaching to their own policies and devices. 
Ready-made lesson plans are a great start, 
but should be customized to students’ 
learning levels and needs. 

• In doing so, consider: 
4 Do our students have prior 
knowledge of digital citizenship? 
4 Do your lessons address the specific 
devices or use patterns of your students?
4 Has your school recently adopted a 
new form of technology? What lessons 
are needed to encourage safe use? 
4 Have students, parents, and teachers 
been consulted in developing this 
policy?

A Custom Approach is Most Effective
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Just like teaching good manners, instilling 
good technology practices should be the job 
of every educator, says SCOE’s Tech Innovation 
Specialist, Matt O’Donnell. Schools can 
empower teachers to do this by creating site-
specific, customized plans and policies, as well 
as providing staff appropriate training and 
support. They should also teach responsible 
usage in a proactive way, rather than punishing 
or restricting use when something goes wrong. 

We need to make the positives so loud the negatives 
are almost impossible to hear. ” —George Couros

“

https://www.commonsensemedia.org/blog/16-apps-and-websites-kids-are-heading-to-after-facebook


Classroom Stories
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The following two pages provide 
examples and insights about 
teaching digital citizenship from 
Sonoma County schools. 

Welcoming Tech as a Learning Tool

Sebastopol’s Twin Hills Union School District has 
a goal of providing as much access to technology 
as can safely be accommodated while proactively 
teaching students the skills they need to successfully 
navigate the online world. 

“Students are so inventive, so curious. We don’t 
want to hold them back for fear they might misuse 
something,” says Superintendent Barbara Bickford. 
She sat down with SCOE and a teacher and principal 
from Apple Blossom Elementary School to discuss 
the district’s team approach to integrating tech. She 
adds, “Yes, unexpected consequences can come up as a 
result, but we want students to be learning about digital 
citizenship, being responsible and safe online, with their 
teacher and peers—not on their own. ”

Last school year, Apple Blossom began the process 
of giving each student a Chromebook, migrating to 
Google docs for grades three and up, and opening 
YouTube for teachers (and as a result, students) to use 
as an instructional resource. At the same time, the 
school focused on making sure all its students learned 
how to use these devices safely and responsibly. 

Fourth grade teacher Heather Tyler took seriously her 
responsibility to teach her students wise technology 
use. She became a Certified Educator through 
Common Sense Education and uses the Digital 
Passport system as a teaching tool. This year, the entire 
fourth grade teaching team has gotten on board, 
teaching digital citizenship and becoming certified. 
Teachers broach the concept at the beginning of the 
year as part of their overall introduction to classroom 
expectations, then they revisit it on a monthly basis.

Each district school is moving at its own pace: 
SunRidge, a K-8 Waldorf school, uses technology and 
Chromebooks in middle school only and has adopted 
a different digital citizenship curriculum than the 

Common Sense Education tools used at other sites. It’s 
called “Cyber Civics, an ethical curriculum.”  At Orchard 
View, middle and high school students build websites 
and can use cell phones, except during breaks. At Twin 
Hills Charter Middle school, being able to use YouTube 
and other websites as a learning tool is important for the 
students who are taking a class in video production.

The educators agree they could not teach students 
about safely navigating the internet and using 
technology in the abstract but then not trust them to do 
so in the classroom. “We’re seeing digital citizenship as a 
process that takes time,” says Dr. Bickford.  “We choose to 
step into this and learn with the students.”

Adopting a Scope and Sequence

Petaluma City Schools has evolved in its efforts to teach 
digital citizenship since it piloted going 1:1 (pairing 
each student with his/her own Chromebook) with its 
eighth graders in 2014-15. That year, librarians compiled 
online resources for teachers and students. Seeing the 
need to expand digital citizenship education,  the district 
began working with SCOE to implement Common Sense 
Education’s scope and sequence in 2015-16.  At the same 
time, they began putting iPads in the hands of each student.

This school year, the goal is to have educators across 
all schools teaching the same scope and sequence so 
that students and teachers are on the same page.  “Now 
we’re on track to do monthly lessons,” said Lori Deen, 
the district’s Technology Director.  She added, “We’re 

Students at Penngrove Elementary in the Petaluma City Schools 
District created presentations on their iPads to propose a new school club.  
(Photo courtesy of Penngrove Elementary)



Apps for Education are used for on and off 
campus. It includes information about the 
consequences for misuse of the technology.

“We work to educate both students and 
families about privacy, and responsibility 
online, and create a culture where it is 
expected that parents in our community have 
access to all their children’s passwords and 
accounts, and monitor online use. We provide 
information to families on how they may 
utilize their cell phone carriers to place limits 
on their child’s cell phone. If students know 
their personal devices are monitored, they are 
less likely to feel so anonymous online, and 
abuse their online powers.

“It’s important to educate students how to 
identify cyberbullying, and what to do if they 
see or experience it. It is equally important to 
be sure students know the social/emotional 
impact bullying has on others in general. By 
helping students to better understand the 
implications of their activity online, we can 
give them the tools to be better online citizens.

also working towards teachers peppering in the 
information throughout the school day, incorporating 
digital citizenship into their science or social studies 
lesson as its appropriate.” 

Deen said that incorporating digital citizenship 
had posed challenges just as introducing any new 
curriculum would. “It’s how you work through those 
problems that makes the difference,” she said, adding 
that the district has “really come together to take this 
on, and it’s really benefiting students.”
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Engaging Teachers and Parents

As Mark West Union School District incorporates 
more technology into its curriculum, leadership has 
found it helpful to educate parents and make them 
partners in the safe use of technology, says Rachel 
Valenzuela, director of student services.  With help from 
SCOE technology experts, several digital citizenship 
nights for parents were held in 2015-16. These 
included a slideshow presentation with examples of 
“how and why” the district was using technology as 
well as information about home internet safety. They 
also included a facilitated discussion among parents. 
“Parents want to hear what other families are doing 
and know they are not the strictest ones,” says District 
Counselor Lionel Cooper. Lessons from those meetings 
are carried on throughout the year at parent-teacher 
conferences and back to school night — and of course, 

in the classroom. 

Notes from Erin Earnshaw 
8th Grade Teacher

 MWUSD    

                

 I  find that many students do not come 
into the classroom understanding the true 
scope and potential impact of their online 
identities. We start the year with clear 
communication with families. We require 
parents to sign an “Acceptable Use Policy” that 
explains what the technology and Google 

“

”
Erin’s Tips

Close reading of some of the terms and 
conditions from students’ favorite social 
media sites can be very eye opening to 
students. (Snapchat’s guidelines last year 
left my 8th grade students speechless)

Review Education Code 48900, or even 
have (older) students close read sections 
on bullying. 

BystanderRevolution.org is a great 
online resource for videos and 
additional content on standing up to 
bullying, including cyberbullying. 

Wired Safety is full of helpful resources 
about online safety.

Consult your school counselor for 
additional resources.

http://www.bystanderrevolution.org/%20
http://www.wiredsafety.com/


Connect with Us
Rick Phelan, SCOE Dir. of Technology for Learners
707-524-2847 | rphelan@scoe.org |@SonomaEdTech

Matt O’Donnell, SCOE Tech Innovation Specialist
707-524-8419 | modonnell@scoe.org | @21cMatt

Questions about This Publication?
SCOE welcomes your questions, comments, or 
suggestions for how to make this publication most useful.
 
Jamie Hansen, SCOE Communications Specialist
707-524-2620 | jhansen@scoe.org | @SonomaCOE
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Common Sense Education
This nonprofit organization has developed a reputation as 
a leader in teaching digital citizenship, providing lesson 
plans, professional development, interactive games, family 
education, and more. Learn more at
commonsensemedia.org/educators/digital-citizenship. 

SCOE Online Resources
SCOE’s online digital citizenship corner, maintained by 
Technology for Learners Director Rick Phelan, is an ever-
growing resource full of links to useful websites, interesting 
videos, grade-specific lesson plans, and more. Look here for 
additional information and resources that will be rolled out 
throughout the 2016-17 school year. 

SCOE Professional Learning
SCOE experts offer a number of classes on technology use and 
digital citizenship throughout the year.  They can also provide 
site-based, customized learning opportunities. 
Find classes and learn more at scoe.org/mosaic. 

Watch: Sherry Turkle
As an MIT professor, Sherry Turkle looks at evolving norms for 
behavior with tech. She is excited by technology but cautions 
that it may be taking us in places we don’t want to go. She 
shares these insights in her TED Talk, “Connected but Alone.” 
This video makes for a great launching point for a conversation 
with parents about the safe and age-appropriate use of 
technology.

Resources
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https://www.commonsensemedia.org/educators/digital-citizenship
http://www.scoe.org/pub/htdocs/safety-internet.html
http://www.scoe.org/pub/htdocs/mosaic.html

