
 
FAQs About Students’ Rights to Privacy in Educational Records 

While Engaging in Distance Learning 

 

Q: What are educational records and how are they protected during distance 

learning?   

A: State and federal law protect the confidentiality of students’ educational records. 

These are records that are (1) directly related to a student and (2) maintained by an 

educational agency or institution or a party acting for or on behalf of the agency or 

institution.1 An educational record is one that reveals the identity of a student and is 

purposefully stored by the school district. Before such a record can be shared, 

parents/guardians must consent to the disclosure of “personally identifiable 

information” such as a student’s name, identification number, or other information that 

can distinguish or trace the student’s identity. There are certain exceptions to this 

consent requirement, which are outlined below. 

 

Q:  When can a third party, i.e. someone not employed by the district, access 

educational records without parent consent?   

A: Non-school district staff may access student records under the “school official” 

exception, which treats the third party as a school official.  They must have a “legitimate 

educational interest” in the records and must be bound by the same disclosure rules 

that apply to the district.  For this exception to apply, the third party must: 

1. Perform an institutional service or function for which the district would otherwise 

use employees 

2. Be under the direct control of the agency or institution with respect to the use 

and maintenance of education records 

3. Not disclose the student information without parent/guardian permission.2   

The district must also list in their annual notification to parents how the it defines a 

“school official” and “legitimate educational interest.”3 Districts may also share “directory 

 
1   34 C.F.R § 99.3; Cal. Educ. Code § 49061. 
2   34 C.F.R § 99.31; Cal. Educ. Code § 49076. 
3   34 C.F.R § 99.7; Cal. Educ. Code § 49063. 
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information” about students without parent consent, which is limited to certain 

categories and must be defined in the district’s board policies or regulations.4   

 

Q: Do classes held via video-conferencing such as Zoom violate a student’s right to 

privacy in his or her records? 

A: The U.S. Department of Education states that video conferencing and virtual learning 

may be conducted through outside vendors’ platforms without violating the Federal 

Educational Records Privacy Act (“FERPA”), the federal law which protects student 

records.  The same agency notes that this practice may implicate the Children’s Online 

Privacy and Protection Act (COPPA), which applies to the use of online educational 

services for children under age 13. In general, COPPA applies to commercial websites 

and online services directed to children and those websites and services with actual 

knowledge that they have collected personal information from children. Absent an 

exception, these sites must obtain verifiable parental consent prior to collecting 

personal information from children. The Federal Trade Commission (FTC) has interpreted 

COPPA to allow schools to exercise consent on behalf of parents in certain, limited 

circumstances.5  A school would need to confirm that any collected personal information 

from students will be solely used for the benefit of the school, and for no other 

commercial purpose.  In addition, the provider must give the school full notice of its 

collection, use, and disclosure practices, so that the school may make an informed 

decision.  If the school does not make such a determination based on a review of the 

information, then the school should obtain parent consent. 

 

Q:  Can my child’s personally identifiable information be shared on-line during 

virtual learning with non-students?   

A:  This is not best practice.  Non-students should be discouraged from observing virtual 

classes to avoid this. 

 

Q:  May an online class be recorded for students who were not present to 

reference at a later date? 

 
4   34 C.F.R §§ 99.3, 99.7; Cal. Educ. Code § 49073.  Parents may opt out of the disclosure of directory information. 
5  See 
https://studentprivacy.ed.gov/sites/default/files/resource_document/file/Student%20Privacy%20and%20Online%20Educational%20Services%
20%28February%202014%29_0.pdf; see also  
http://www.business.ftc.gov/documents/Complying-with-COPPA-Frequently-AskedQuestions#Schools. 

https://studentprivacy.ed.gov/sites/default/files/resource_document/file/Student%20Privacy%20and%20Online%20Educational%20Services%20%28February%202014%29_0.pdf
https://studentprivacy.ed.gov/sites/default/files/resource_document/file/Student%20Privacy%20and%20Online%20Educational%20Services%20%28February%202014%29_0.pdf
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A: If the video recording does not disclose personally identifiable information directly 

related to a student, or if consent is obtained, this is permissible. 

 


